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Application Intelligence Solution Integration with Splunk Cloud

This guide provides step-by-step instructions for monitoring application metadata from Gigamon using
Splunk Cloud.

Note:

e The guide is intended for customer deployments, and it requires familiarity with basic GigaVUE-
FM and Splunk Cloud administration.

e The integration flow outlined in this guide is based on GigaVUE-FM version 6.12, Gigamon Deep
Observability App 2.3.1, and Splunk Cloud version 10.0.0. Menu labels and Ul layouts may
change slightly across releases. Always refer to the latest GigaVUE Documentation
Library and Splunk Cloud documentation for Ul defails.

Splunk Cloud Integration—Architecture and Data Flow

For details on deployment scenarios, refer to the AMX Application Deployment Options.

Prerequisites
Before you start with the integration, ensure the following are in place:
e AMI and AMX solutions are deployed. For instructions, refer to:

o Create Application Metadata Intelligence for Physical Environment
o Create Application Metadata Intelligence for Virtual Environment
o Configure Application Metadata Exporter Application

e You have access to the Splunk instance.

Configure HEC in Splunk Cloud to ingest JSSON data
To create and configure HEC in Splunk Cloud:
1. Login to Splunk Cloud using your Splunk Cloud URL and credentials.
2. Go to Setftings > Data > Data Inputs.
3. In the HTTP Event Collector, click Add New.
4. Enter a HEC Name. It isrecommended to set it fo “Gigamon™ and click Next.
5. Set Source type to gigamon:traffic. This enables the expected Splunk data model mappings.
6. Set the Default index to main, unless your environment requires a different index.
7. Click Review. Review the HEC configuration summary and click Submit to create a token. After
the token is created, copy the HEC token value. You will use this token in the AMX configuration.

Configure Splunk Cloud details in AMX and Deploy

Before you begin, ensure AMX is deployed and running.
To set up Splunk details in AMX and integrate Splunk Cloud with GigaVUE-FM:

1. Loginto GigaVUE-FM, go to Traffic > Virtual > Orchestrated Flows, and select your cloud
platform.
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Edit your existing monitoring session that contains the AMX application.
Select the AMX node in the monitoring session to open its configuration panel.
Under Cloud Tool Exports, add Splunk and enter the following parameters:

e Alias: Enter an alias name

e Splunk Tool: Select Other from the drop-down list.

e Endpoint: hitps://prd-p-**** splunkcloud.com/services/collector/raw
Replace prd-p-**** splunkcloud.com with your Splunk Cloud hostname. You can find this
hostname in your Splunk Cloud URL or in your activation email.

e Headers: Enfer the HEC token Authorization: Splunk <YOUR_HEC_TOKEN> and enable
the Secure Keys option for this header.

Click the + icon to add another header. Set this to Content-Type: application/json; charset=utf-8
and enable the Secure Keys option for this header as well.
Click Save and deploy the monitoring session.

Verify the Integration

To verify if the integration is successful:

1.
2.

Open Search & Reporting in Splunk UL.

In the search bar, run a query in the Source field in the format: “http:<your_source_type_name>",

where the source type name is defined during HEC configuration. As per our recommendation,
enter “http:Gigamon™.

Visualize the Dashboards Using Gigamon Deep Observability App

You must install predefined dashboards to visualize the application metadata in your Splunk instance. To
install the predefined dashboards:

1.
2.
3.

Go to Apps > Find more Apps from your Splunk Environment and search for “*Gigamon™.
Install the Gigamon Deep Observability App - JSON app.
Open the app to visualize the application metadata exported in the dashboards.
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